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Abstract  In recent years, a growing number of foreign companies and individuals 
were involved in geodata violations in China. The Chinese government is facing greater 
pressure to protect confidential geodata within its territory. Geodata violations occurred 
in the course of illegal mapping and surveying, geographical and geological data 
collection and transactions. Although China has reformed laws and regulations to refine 
some aspects of confidential geodata management, existing rules remain ambiguous and 
controversial. This article aims to address the liability concerns raised among foreign 
companies from geodata violations. After defining the three most significant concepts, 
geological data, mapping and surveying, and state secrets, this article reviews the status 
quo, reasons for and impacts of geodata violations in China, to find out how big the 
problem is and why it matters. It then explores the legislative framework of state secrets 
protection in the context of geodata management; special focus is put on liability issues 
and problems of the current system. As a response to existing arguments, possible ways 
to improve confidential geodata protection and some practical tips for foreign businesses 
are offered. 
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INTRODUCTION 

In March 2013, beverage industry giant Coca-Cola Co. was accused of collecting 
confidential information from southwestern China by using handheld Global Positioning 
System (GPS) devices.1 This is the latest of many examples involving confidential 
geodata collection in China.2 It has raised concerns that foreign companies, even giant, 
multinational corporations, might be targeted by Chinese administrative authorities due to 
state secrets protection concerns.  

Strictly speaking, the term “geodata” is not an accurate scientific concept. Synonyms 
of the term may include “spatial data,” “geographic data,” “geographic data sets,” or 

                                                        
1 L. Burkitt, China Accuses Coca-Cola of Illegally Using GPS, (2013), available at http://online. 

wsj.com/news/articles/SB10001424127887323826704578357131413767460 (last visited Jul. 6, 2016). 
2 SHAO Wei, US Citizen Arrested for Illegal Mapping, (2012), available at http://www.chinadaily. 

com.cn/china/2012-03/07/content_14773071.htm (last visited Jul. 6, 2016); Xinhua Net, 新疆测绘局披露 3 名

英国人在中国非法测绘细节 (Details for Illegal Mapping and Surveying Conducted by Three British Citizens 
Disclosed), (2009), available at http://news.xinhuanet.com/politics/2009-01/ 07/content_10615131.htm (last 
visited Jul. 6, 2016). 
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“geographic information system (GIS) data.”3 The syllable “geo” implies that the dataset 
has a spatial component that allows one to georeference the described phenomena to a 
location or region on earth.4 As the most important and often the most expensive 
ingredient of a geographic information system, geodata has a spatial, temporal and 
thematic aspect that allows one to pinpoint phenomena in space, time, and topic.5 Based 
on geodata one can conduct queries, spatial analysis, and simulations. Geodata is often 
based on complex data structures, is complex and expensive to acquire, and often 
accumulates large amounts of data. Geodata presents special challenges in information 
processing.6 Depending on its scarce nature, geodata collection has become one of the 
most competitive areas of the geo-information industry.  

In this research, confidential geodata refers to those ingredients of geographic 
information that have been identified as secrets by administrative authorities, the 
improper collection, use, and transfer of which may constitute an offence. In fact, one 
fundamental purpose of geodata management in China is to protect state secrets. Various 
laws and regulations have confirmed this.7 Under the current legal framework, several 
areas of overlapped rules may affect state secrets protection and geodata management. 
Among the most influential include laws and regulations regarding state secret protection, 
mapping and surveying, and geological data collection. 

Although, after a significant period, extensive rules have been established in China to 
list state secrets protection, debates over enforcement and liability issues never ceased 
over the past decades.8 One common concern is that the Chinese administrative authority 
has the absolute power to decide the nature of a specific piece of information, and such 
power might be unfortunately abused in practice.9 On occasions that confidential geodata 
were involved, some offenders and policy researchers thought that benchmarks for 
defining confidentiality were often unclear.10 In part this is due to the opaque judicial 

                                                        
3 In this research, the scope of “geodata” has been restricted within data regarding Planet Earth, which 

excludes the more general term “spatial data” used to depict data relating to other planets or outer space. 
4 A. Neumann, H. Freimark & A. Wehrle, Geodata Management, (2010), available at https://geodata.ethz. 

ch/resources/tutorials/L4GeodataManagement/en/text/L4GeodataManagement.pdf (last visited Jul. 6, 2016). 
5 Id. 
6 Id.  
7 These purposes are manifested in a series of laws and regulations, e.g. Art. 1 of the 外国的组织或个人来

华测绘管理暂行办法 (Interim Measures for the Administration of the Surveying and Mapping Conducted by 
Foreign Organizations or Individuals in China), issued by the Ministry of Land and Resources, effective as of 
Jan. 19, 2007. 

8 The PRC state secret has been defined by the 中华人民共和国保守国家秘密法 (Law of the People’s 
Republic of China on Guarding State Secrets), which is the most important law regarding state secrets 
protection. See Law of the People’s Republic of China on Guarding State Secrets, issued by the Standing 
Committee of the National People’s Congress, effective as of Oct. 1, 2010. 

9 Id. 
10  See, e.g. J. Lee, The Uncurious Case of XUE Feng’s Jail Sentence, (2010), available at 

http://www.forbes.com/2010/07/07/xue-feng-stern-hu-state-secrets-opinions-contributors-john-lee.html (last 
visited Jul. 6, 2016). 
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process, because, under the current legal system of China, trials involving state secrets 
violations are not heard in open court and the details are not available to the public.11 
This inevitably leaves the public with a mysterious impression about illegal geodata 
collection and state secrets violations. 

This article aims to address the liability concerns of state secrets violation triggered 
by unlawful geodata collection, particularly when foreigners were (both individuals and 
companies) involved. To achieve this goal, this article starts the discussion by analyzing 
the whole legal landscape of confidential geodata protection in China. To clarify what 
may consist of a geodata violation, this of course begs the question: What is the 
regulatory status of state secrets protection in China? What procedural and substantive 
obligations have been imposed on foreigners regarding geodata collection in China? Are 
there any possible solutions to reconcile China’s legislative efforts to protect state secrets 
and foreigner’s ambition to obtain valuable geodata, or run a profitable geodata business, 
solely or jointly, in China?  

This article consists of four parts. Part I defines the three most significant concepts 
under the theme of this research, which include geological data, mapping and surveying, 
and state secrets. As a starting point of this research, the status quo, and reasons and 
impacts of illegal geodata collection are discussed in this part, to find out how big the 
problem is and why it matters for present China. Part II explores the legislative 
framework of state secrets protection in geodata management. Part III explores liability 
issues and problems of the current system. As a response to existing arguments, Part IV 
briefly discusses possible ways to improve confidential geodata protection in China. In 
the meantime, some practical tips for foreign businesses have been offered. 

I. THE GROWING THREAT OF ILLEGAL GEODATA COLLECTION IN CHINA 

A. Terms and Definitions 

1. Geological Data. — As noted above, geological data is a significant component of 
geodata. The term “geological data” is defined in Article 2 of the Administrative 
Regulations of the People’s Republic of China (PRC) on Geological Data (2002)12, which 

                                                        
11 A number of laws and regulations have provided that cases involving state secrets or personal privacy 

should be tried in closed court session. E.g. Art. 186 of 最高人民法院关于适用《中华人民共和国刑事诉讼法》

的解释 (Interpretations of the Supreme People’s Court on the Application of the Criminal Procedure Law of 
the PRC), issue by the Supreme People’s Court, effective as of Dec. 20, 2012; Art. 7 of 中华人民共和国人民

法院组织法 (Organic Law of the People’s Courts of the PRC), issued by the Standing Committee of the 
National People’s Congress, effective as of Jan. 1, 2007; Art. 183 of 中华人民共和国刑事诉讼 (2012 修正) 
[Criminal Procedure Law of the PRC (2012 Amendment)], issued by the National People’s Congress, 
effective as of Jan. 1, 2013. 

12 See 地质资料管理条例 (Administrative Regulations of the People’s Republic of China on Geological 
Data), issued by the State Council, effective as of Jul. 1, 2002 (as revised in 2016). Only Art. 11 of this 
Regulations has been revised by the State Council in 2016, with other articles unchanged. 
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refers to  
Original geological data and final reports in the form of characters, diagrams, 

audio-visual products and electromagnetic medium and physical geological data such as 
drilling core, various specimens, polished thin sections and samples, which are produced 
in the course of geological work.13 

Geological data management, as one significant area that may trigger state secret 
liabilities, has been neglected for a long time in China. However, this situation changed in 
recent years. In 2010, the Chinese court charged American geologist XUE Feng with 
attempting to obtain oil resources related data, including a database of some 30,000 
exploratory well sites in China and sold it to his US based employer for US$228,500.14 
The information involved was classified as intelligence and state secrets by the National 
Administration for the Protection of State Secrets (NAPSS) in China.15 The XUE Feng 
case is a clear signal that China has tightened geological data management by using “the 
stick” of state secret protection.  

2. Surveying and Mapping. — Surveying and mapping activities are major sources of 
geodata. The term, “surveying and mapping activities” is primarily defined by the 
Surveying and Mapping Law of China 2002.16 According to this law, surveying and 
mapping covers activities to, “Determine, collect and formulate the key elements of 
physical geography or the shapes, sizes, space positions, attributes, etc. of man-made 
surface installations, as well as to process and provide the data, information and results 
gained therefrom” within the territorial air, land, and waters of China, as well as other sea 
areas under the jurisdiction of China.17 

In fact, the purposes of illegal mapping and surveying vary. However, for most 
violators, especially foreign violators, their purpose is to probe and identify the country’s 
important target locations, and to publish the important geographic information-data. 
From the view of the Chinese government, illegal mapping threatens state security and 
state secrets protection of the nation. It has pointed out that illegal geodata collection 
conducted by foreigners is not only a threat to, “state security and the national 
sovereignty,” but also a flagrant violation of “the national dignity.”18 Therefore, the 
                                                        

13 Id. Art. 2. 
14 J.T. Areddy, China Sentences U.S. Geologist in Secrecy Trial, Jul. 5, 2010, available at http://online. 

wsj.com/news/articles/SB10001424052748704738404575347901204454976 (last visited Jul. 6, 2016). 
15 Id. 
16 See 中华人民共和国测绘法 (2002 修订) [Surveying and Mapping Law of the People’s Republic of 

China (2002 Revision)], issued by the Standing Committee of the National People’s Congress, effective as of 
Dec. 1, 2002. 

17 Id. Art. 2. 
18 关于加强外国的组织或者个人来华测绘管理工作的通知 (Circular for the Protection of State Secrets on 

Strengthening the Administration of Foreign Organizations or Individuals Engaging in Surveying and 
Mapping in China), issued by the National Administration of Surveying, Mapping & Geoinformation (former 
State Bureau of Surveying & Mapping), Ministry of Education, Ministry of Science & Technology,  
effective as of Aug. 4, 2006.  
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China State Council called for practical steps to improve surveying and mapping 
management and to punish foreign offenders.19 

Chinese law divides surveying and mapping activities into two major categories, 
namely, “basic mapping and surveying” and “boundary surveying and mapping.”20 The 
“basic surveying and mapping” is public welfare related, which includes: the 
establishment of a nationwide geodata network; taking of basic aerial photographs; 
obtaining remote sensing data; surveying, producing and renewing of national basic scale 
map series, photomaps and digital products, and updating the basic geographic 
information system.21 Boundary surveying and mapping is carried out by the State, the 
purpose of which is to create a detailed database in accordance with boundary treaties or 
agreements with adjacent countries.22 As we will discuss in the following parts, most 
unlawful geodata collection happened in the basic surveying and mapping area. 

3. State Secret. — The Law of the PRC on Guarding State Secrets 2010 (hereinafter 
referred to as “State Secrets Law 2010”) has defined the term “state secret” in Article 2, 
which states: 

The state secrets shall be the issues which are related with the national security and 
interests, and shall be known to a limited number of personnel in a certain period of time 
as determined by the relevant legal procedures.23 

This definition is quite broad. In order to remove ambiguity, the Law enumerates 
several typical forms of state secrets, which include: (1) major policy decisions on state 
affairs; (2) matters of national defense and the activities of the armed forces; (3) 
diplomatic activities and matters of foreign affairs; (4) secrets in the areas of national 
economic and social development; (5) secrets concerning science and technology; (6) 
secrets concerning activities for safeguarding state security and the investigation of 
criminal offences, and (7) “any other secrets” determined by the NAPSS. 24  
Encompassing this definition, key elements of deciding state secret are as follows: 

— Legal authorities to determine state secrets. Under the current legal system, 
principals of the organs and units are responsible for the classification of secrets, and they 
are also responsible for defining, adjusting, and declassifying state secrets.25 Among 
others, NAPSS plays a key role in determining the scope and type of state secrets. The 
State Secrets Law 2010 grants NAPSS unusually broad power to protect national interests. 
Apart from state secrets relating to national defense and the armed forces, the NAPSS can 

                                                        
19 Id. 
20 See Surveying and Mapping Law of the People’s Republic of China (2002 Revision), fn. 16 Art. 11. 
21 Id. Art. 11, para. 2. 
22 Id. Art. 16. 
23 See Law of the People’s Republic of China on Guarding State Secrets, fn. 8 Art. 2. 
24 Id. Art. 9. 
25 Id. Art. 12. 
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make the ultimate decision over the scope and category of state secrets.26 
— Classification of state secrets. In China, legal authorities at the central state level 

and provincial levels are qualified to define “top secrets” (juemi), “confidential” (jimi) 
and “secret” (mimi); legal authorities at the city level with districts or autonomous 
prefecture are qualified to define “confidential” and “secret.” The state secret protection 
administration shall be responsible for determining the detailed secret-defining authorities 
and the scope of their authorizations.27 

— Declassification of state secrets. In order to maintain national security and interests, 
the law set a necessary time limit to protect a specific piece of state secret. According to 
the State Secrets Law 2010, unless otherwise provided, the protection periods for top 
secrets, confidential, and secret shall not exceed thirty years, twenty years, and ten years 
respectively.28 If the protection period of the secrets expires, the state secrets will 
automatically be declassified.29 Two factors may impact the duration of state secrets 
protection. First, if the scope of the confidential issues under protection changed, those 
issues will no longer be treated as state secrets due to the adjustment.30 Second, if 
divulgence of such issues will not cause significant harm to national security and interests, 
the relevant state secrets shall be timely declassified.31 The protection period could also 
be extended according to the judgment of the original secret-defining authorities.32 These 
provisions increased the risks of making arbitrary decisions by legal authorities.  

China’s legislature’s attempts to remove ambiguity from this definition are obvious. 
The Regulation on the Implementation of the Law of the PRC on Guarding State Secrets33 
has further clarified the definition of state secrets, as well as procedures and detailed 
criteria of the administrative and criminal liabilities for breaching the State Secret Law 
2010. In April 2014, China enacted Counterespionage Law of the PRC,34 which aims at 
more comprehensive state security protection. Article 38 provides that typical acts of 
espionage include, “the activity of stealing, prying, buying, or illegally providing state 
secrets or intelligence conducted by, overseas institutions, organizations and individuals, 

                                                        
26 Id. Art. 11. Art. 11 provides that the Central Military Commission shall be responsible for specifying 

the detailed scope of state secrets with respect to military affairs. 
27 Id. Art. 13. 
28 Id. Art. 15. 
29 Id. Art. 19. 
30 Id. para. 3. 
31 Id. 
32 Id. 
33 See 中华人民共和国保守国家秘密法实施条例 (Regulation on the Implementation of the Law of the 

People’s Republic of China on Guarding State Secrets), issued by the State Council, effective as of Mar. 1, 
2014.   

34 See 中华人民共和国反间谍法 (Counterespionage Law of the People’s Republic of China), issued by 
the Standing Committee of the National People’s Congress, effective as of Nov. 1, 2014. 中华人民共和国国家

安全法 (The State Security Law) 1993 was abolished after the enactment of the Counterespionage Law in 
2014. 
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other than espionage organizations and the agents.”35 As a result, stealing, prying, buying, 
or illegally providing confidential geodata is a form of espionage. 

B. Status Quo of Illegal Geodata Collection in China 

As reported by the National Administration of Surveying, Mapping and 
Geoinformation of China, 571 illegal surveying and mapping cases were uncovered in 
2006 by administrative authorities. The number rose to 791 in 2008 and soared to 1,058 
cases in 2009.36 It shows the statistics for the overall illegal geodata collection cases in 
China between 2009 and 2013 (see Table 1).  

 
Table 1  Statistics of Administrative Enforcement in Geodata Management in China (2009–2013)37 

Year Administrative 
inspection 

Illegal conducts been 
revealed 

Cases been 
accused 

Cases received 
administrative sanction 

2009 4,820 1,922  1,056     170 

2010 5,747  725   513     141 

2012 8,028  913   271     101 

2013 5,599  385   117      87 

Source: Gazette of China Land Resource 2013. 

 
In China, two typical illegal geodata collection activities conducted by foreigners may 

potentially result in state secret violations. The first type is to conduct surveying and 
mapping over militarily sensitive facilities.38 Statistics show that from 2005 to 2011, 
more than 10 foreign-related, illegal geodata collection cases were investigated in the 
Xinjiang Uyghur Autonomous Region.39 The main reason is, as an autonomous region, 
Xinjiang borders eight countries with hundreds of military bases scattered throughout it. 
This makes Xinjiang a prime target for illicit mapping and surveying and some cases 
were thought to be “extremely harmful” to the PRC state security.40 Notwithstanding that 
no explicit statistic records among all the reported cases have revealed how many 

                                                        
35 Id. Art. 38. 
36 QIU Yongzheng & TANG Enhao, 我国非法测绘案件激增 多涉及日本人和韩国人 (Illegal Mapping 

Cases Soar and Many Japanese and Korean Got Involved), (2010), available at http://world.zjol.com.cn/ 
05world/system/2010/07/26/016794765.shtml (last visited Jul. 6, 2016). 

37 See MLR, Gazette of China Land Resource 2013, at 48. 
38 WU Jingjing, 中国近年查处涉外非法测绘案件近 40 件 (China Reveled More than 40 Illegal Surveying 

and Mapping Cases in Recent Years), (2012), available at http://news.163.com/12/0504/16/ 
80M2AMRR00014JB5.html (last visited Jul. 6, 2015). 

39 See SHAO, fn. 2. 
40 For example, in 2010, a Japanese citizen was found to have conducted illegal geodata collection in the 

Xinjiang Uygur Autonomous Region, the accused collected 598 geographic coordinates involving 85 military 
bases. See XI Jiangrong, 一名日本人用 GPS 在新疆非法测绘被查处 (A Japanese Citizen Was Found to Have 
Conducted Illegal Surveying and Mapping in Xinjiang), 法制日报 (Legal Daily), May 11, 2011. 
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foreigners were involved, reports from mass media and administrative departments 
showed a high proportion therein (See Table 2).41 
 

Table 2  Typical Illegal Geodata Collection Cases Involving Foreigners in China (2007–2014) 

Year Location Case brief Sanctions 
Sep. 2014 Sichuan Province & 

Shanxi Province 
One Japanese citizen conducted illegal 

mapping and surveying from Gansu 
Province to Shanxi Province, similar case 
was reported in Sichuan Province in the 
same year.  

Offender received 
administrative 
sanctions and got 
deported. 

Aug. 2011 The Xinjiang Uygur 
Autonomous 
Region 

One US citizen collected geographic 
information and more than 90,000 
geographic coordinates in an area near a 
People’s Liberation Army headquarters in 
Manas County, Changji Hui Autonomous 
Prefecture using a handheld GPS. 

Data and equipment were 
confiscated, and 
RMB20,000 
(approximately 
US$3,200) fine was 
applied. 

Apr. 2010 The Xinjiang Uygur 
Autonomous 
Region 

Two illegal surveying cases were 
investigated in Tacheng Prefecture. 

Administrative sanctions 
were applied. 

Sep. 2008 Aksu Prefecture of 
the Xinjiang 
Uygur 
Autonomous 
Region  

Three British citizens conducted illegal 
mapping and surveying in Aksu Prefecture 
of the Xinjiang Uygur Autonomous 
Region. 

Data and equipment were 
confiscated, and 
RMB20,000 
(approximately 
US$3,200) fine was 
applied. 

May 2007 Unknown  Two offenders from Taiwan region were 
arrested for conducting illegal geodata 
collection. 

Administrative sanctions 
were applied. 

Aug. 2007 Changbai Mountain, 
Jilin Province 

Three Korean citizens were seized for illegal 
mapping and surveying within the 
Changbai Mountain.  

Administrative sanctions 
were applied. 

Dec. 2007 Luoyang City, 
Henan Province 

Foreign national Carl Haven conducted 
surveying and mapping without approval 
by using handheld GPS, offender Carl 
Haven illegally collected 54 sets of 
coordinate points. 

The maximum monetary 
sanction RMB100,000 
(approximately 
US$16,000) was 
applied. 

Mar. 2007 Aiding Lake, the 
Xinjiang Uygur 
Autonomous 
Region 

Four Japanese citizens conducted illegal 
mapping and surveying in the Aiding Lake 
area of the Xinjiang Uygur Autonomous 
Region. 

Administrative sanctions 
were applied. 

Mar. 2007 Shanghai  One Japanese citizen who tested navigation 
software on the main roads of Shanghai 
City without any approval.  

RMB20,000 
(approximately 
US$3,200) fine was 
applied. 

Mar. 2007 Jiangxi Province Two Japanese citizens conducted illegal 
mapping and surveying in Jiangxi Province 
in the name of archeology research.  

RMB20,000 
(approximately 
US$3,200) fine was 
applied. 

Sep. 2005 Hotan Prefecture, 
the Xinjiang 
Uygur 
Autonomous 
Region  

Two Japanese citizens secretly conducted 
mapping and surveying in Hotan Airport in 
the Xinjiang Uygur Autonomous Region. 

RMB80,000 
(approximately 
US$13,000) fine was 
applied.  

Source: By author, based on news reports in China.42 

                                                        
41 See Circular for the Protection of State Secrets on Strengthening the Administration of Foreign 

Organizations or Individuals Engaging in Surveying and Mapping in China, fn. 18. 
42 See, e.g. SHAO, fn. 2; Xinhua Net, fn. 2. 
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The second type is often ostensibly undertaken as part of business, scientific research, 
or tourism. Although the offenders’ primary targets might not be acquiring military 
secrets, their activities nonetheless resulted in leaking of significant geodata, which may 
potentially jeopardize national economic security or defense strategy. A typical case was 
the XUE Feng case in 2010, as previously mentioned. In this case, the defendant was 
sentenced to eight years in prison by the Beijing No.1 Intermediate People’s Court.43 

In addition, government reports also showed that most illegal geodata collection cases 
involved natural resources exploration. According to reports, the involvement of domestic 
entities appears to increase the number of offences, because a large number of illegal 
surveying and mapping were conducted by foreigners under the name of developing joint 
ventures or cooperation with domestic entities over the last decade. It should be noted that, 
because of the insufficiency in manpower and material resources, a large number of 
violations went untouched in the past.44 

C. Possible Reasons for Illegal Geodata Collection 

A worldwide boom in the geodata information industry evidences the growing 
importance of geodata. According to the Ministry of Land and Resources (MLR) of China, 
the estimated value created by the surveying and mapping service industry in 2013 was 
up to RMB2.84 billion (approximately US$450 million). 45  The products included 
602,000 sheets of topographic maps, a huge volume of geodetic data sourced from 
164,000 survey points, 285,000 aerial photographs, and 483,000 quadrangles of digital 
maps.46 The worldwide geoinformation industry continually grows as well. According to 
a recent report by the Global Industry Analysts, the global GIS market is expected to 
reach US$10.6 billion by 2015.47 

Under the WTO framework, China is obligated to open its telegraphic service market. 
Maps for handsets and GPS devices have therefore become one of the most competitive 
areas of the information industry. In this context, over the past decades, a growing 
number of foreign investors are entering into the geodata industry of China. In 2013, 
there were 14,040 qualified entities with more than 0.3 million employers in this area.48 

                                                        
43 See Areddy, fn. 14. 
44 See Circular for the Protection of State Secrets on Strengthening the Administration of Foreign 

Organizations or Individuals Engaging in Surveying and Mapping in China, fn. 18. 
45 See MLR, Gazette of China Land Resource 2007, at 46. 
46 Id. 
47 S. Jose, Global Geographic Information Systems (GIS) Market to Reach US$10.6 Billion by 2015, 

According to a New Report by Global Industry Analysts, Inc., US, (2012), available at 
http://www.prweb.com/releases/geographic_information/systems_GIS/prweb9110423.htm (last visited Jul. 6, 
2016).  

48 See MLR, fn. 37. 
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Among all qualified entities, small private companies represent over 97%.49 They thirst 
for technical and financial support to survive in the competitive market, which may partly 
explain growing international cooperation in the area in recent years. Another significant 
reason should be attributed to China’s efforts to develop the geodata industry. For 
example, on December 2014, the Minister of MLR adopted the Geological Mineral 
Investigation and Evaluation Project Plan Proposal for 2015.50 According to this proposal, 
geodata integration, processing, and publishing are greatly encouraged by the Ministry.51 

II. LEGAL LANDSCAPE OF CONFIDENTIAL GEODATA PROTECTION IN CHINA 

State secrets protection has a long history in China. Up to date, a complex legal 
framework has been created to address this issue. This includes laws and regulations, as 
well as numerous rules promulgated by administrative authorities. Under this framework, 
confidential geodata protection has been covered. Rules for geological data collection, 
surveying and mapping, and state secret protection will be examined in this part. 

A. Laws and Regulations for Geodata Protection 

1. Rules for Surveying and Mapping. — Surveying and mapping is a primary step for 
developing a powerful and accurate GPS system. Today, some domestic entities have 
gotten involved in surveying and mapping by developing unapproved joint ventures or 
cooperation with foreign businesses in China. Numerous laws have been established for 
effective management of this area.  

In 2002, China revised the Surveying and Mapping Law.52 To apply this law, the 
State Council and its administrative departments at the central level have promulgated a 
series of regulations and rules. For example, the National Administration of Surveying, 
Mapping and Geoinformation and the MLR have promulgated following Regulations and 
Measures: (1) the Regulation of the PRC on the Administration of Surveying and 

                                                        
49  Companies with 100 employees and above are medium-sized companies; Companies with ten 

employees and above are micro-sized companies; those with less than ten employees and below are 
mini-sized companies. See 中小企业划型标准规定 (Provisions about Differing the Scale of Small Companies 
and Medium Companies, issued by the Ministry of Industry and Information Technology of the People’s 
Republic of China, effective as of Jun. 18, 2011.   

50 LI Xiang, 第 31 次部长办公会审议并原则通过地质矿产调查评价项目计划建议 (The No. 31th MLR 
Ministers’ Meeting Adopted the 2015 Geological Mineral Investigation and Evaluation Project Plan Proposal 
in Principle), (2014), available at http://www.mlr.gov.cn/xwdt/jrxw/201412/t20141202_1336911.htm (last 
visited Jul. 6, 2016).  

51 According to the proposal, the main objectives and tasks of geological investigation work in 2015 
include: (1) basic geological investigation centered on geological charting; (2) mineral resource investigation 
and evaluation centered on reserve prospecting and strategic exploration; (3) environmental geology focusing 
on investigation and evaluation for geological disaster and water resource; and (4) geological information 
services focusing on data integration, processing, and publishing. See id.  

52 See Surveying and Mapping Law of the People’s Republic of China (2002 Revision), fn. 16. 
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Mapping Results,53 which provides the procedures and liabilities for the administrative 
management of geodata from surveying and mapping; (2) the Interim Administrative 
Measures for the Surveying and Mapping Conducted by Foreign Organizations and 
Individuals in China (Revised in 2011),54 which specified measures are applicable to 
foreign organizations or individuals conducting surveying and mapping activities in 
China, particularly under the form of equity joint venture or contractual joint venture 
surveying and mapping; (3) the Circular of the former State Bureau of Surveying and 
Mapping for Strengthening the Management of Surveying and Mapping Results 
involving State Secrets, which interpreted the State Council’s requirements on the 
management of confidential geodata; 55  and (4) the Regulation on Basic Mapping 
Provisions (2009), which set rules for conducting basic mapping in China.56 As we can 
see, some pieces of legislation have been amended very recently, to take into account the 
dynamic social economic circumstances. 

2. Rules for Geological Data Management. — Specific laws and regulations have also 
been created to address state secrets protection over geological data collection in China. 
Among others, the Administrative Regulations of the PRC on Geological Data, 
promulgated by the State Council in 2002, is the most important administrative regulation 
of the sector.57 Article 16 of this regulation provides that the protection, publication, and 
use of geological data involving state secrets shall be subject to the relevant provisions of 
the State Secrets Law 2010.58 In addition, other relevant laws and regulations have 
stipulated detailed mechanisms, procedures, and liability issues to secure geodata 
management, for example, exploration or mining licenses, the submission of geological 
data, or the storage and use of geological data by domestic and foreign companies or 
individuals. 

B. Rules for State Secret Protection 

China has developed nationwide specific legislation to address the state secrets 
protection issue, rules for this can be automatically applied to confidential geodata 
protection.59 In April 2010, the State Secrets Law 2010 was adopted at the 14th meeting 

                                                        
53 See Regulation on the Implementation of the Law of the People’s Republic of China on Guarding State 

Secrets, fn. 33. 
54 See fn. 7 Arts. 3–10 & 19. 
55 关于进一步加强涉密测绘成果管理工作的通知 (Circular of the State Bureau of Surveying and Mapping 

for Strengthen the Management of Surveying and Mapping Results involving State Secrets), issued by the 
National Administration of Surveying, Mapping & Geoinformation (former State Bureau of Surveying & 
Mapping), effective as of Mar. 11, 2009. 

56 See 基础测绘条例 (Regulation on Basic Surveying and Mapping), issued by the State Council, 
effective as of Aug. 1, 2009. 

57 See Administrative Regulations of the People’s Republic of China on Geological Data, fn. 12.  
58 Id. Art. 16. 
59 See Law of the People’s Republic of China on Guarding State Secrets, fn. 8. 
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of the Standing Committee of the 11the National People’s Congress of the PRC. As the 
primary legislative source concerning state secrets management of China, the State 
Secrets Law 2010 stipulates procedures for the classification of state secrets and lays out 
the basic scope of information to be protected. Those provisions have addressed broader 
issues including the definition of “state secrets,”60 procedures for protection, and liability 
issues.61 

Having noticed the obscurity of the definition, NAPSS has made further explanations 
by issuing the Regulation on the Implementation of the Law of the PRC on Guarding 
State Secrets of the PRC.62 In addition, in an earlier document, the term “relevant with 
the national security and interests” was further explained by NAPSS in 1994. In this 
document, NAPSS divided state securities and interests into seven major categories that 
covered 40 subordinate categories.63 In addition, the Criminal Law64 and the Criminal 
Procedure Law of China has also addressed the protection of state secrets,65 detailing the 
criminal liabilities and procedures to be applied in these laws. 

Moreover, it should be noted that the above framework has been further supplemented 
by numerous, comprehensive regulations in the area of family planning, public health, 
and environment protection. Considering that those provisions are of no relevance and 
have no potential to be applied to foreigners in the aforementioned areas, no further 
discussion on these subjects will be made in following parts. 

III. LIABILITY SCHEME FOR CONFIDENTIAL GEODATA MANAGEMENT 

A. Scope of Liabilities 

Liabilities for persons who breached the aforementioned obligations varied. However, 
as we have discussed above, they may fall into two major categories that cover 
administrative and criminal liabilities. If surveying and mapping in China involves 
China’s state secrets, or compromises state security against the provisions in these 
measures, offenders shall be investigated by administrative authorities. The persons who 
are directly in charge or directly responsible shall face administrative sanctions.66 If their 
activities were severe enough to breach criminal law, then criminal liabilities will be 

                                                        
60 See, e.g. Law of the People’s Republic of China on Guarding State Secrets, fn. 8 Arts. 9–20.  
61 See, e.g. id. Arts. 2–47. 
62 See Regulation on the Implementation of the Law of the People’s Republic of China on Guarding State 

Secrets, fn. 33. 
63  关系国家安全和利益的定义群  (Definition Groups of “Relevant with the National Security and 

Interests”), issued by the NAPSS, effective as of Jul. 6, 1994.  
64 See 中华人民共和国刑法 (Criminal Law of the People’s Republic of China), issue by the National 

People’s Congress, effective as of Oct. 1, 1997.   
65 See Criminal Procedure Law of the PRC (2012 Amendment), fn. 11. 
66 See Surveying and Mapping Law of the People’s Republic of China (2002 Revision), fn. 16 Art. 40. 
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triggered.67 

B. Criminal Liabilities 

1. Liabilities for State Secrets Violations. — The State Secrets Law 2010 and the 
relevant laws and regulations have prescribed the liabilities for state secrets violations. 
There are mainly three types of liabilities for state secret violators, which include 
administrative liabilities, criminal liabilities, and Party member’s liabilities.68 However, 
liabilities faced by foreigners (companies and individuals) are administrative liabilities 
and criminal liabilities only. 

2. Criminal Liabilities under the Criminal Law. — The Criminal Law of China is the 
major source of criminal liabilities that can be applied to state secrets related crimes. 
Under the Criminal Law, there are seven articles that include eleven specific crimes that 
could result from the intentional or negligent disclosing of state secrets. Those offences, 
scattered in different Chapters of the Criminal Law, mainly fall into three main 
catalogues of crimes.  

(1) The “crime of escape” (Article 109), the “crime of espionage” (Article 110), and 
the “crime of stealing, spying into, buying or unlawfully supplying state secrets or 
intelligence for an organ, organization or individual outside the territory of China” 
(Article 111) fall under the catalogue of “crimes of endangering national security” (Part II, 
Chapter I);  

(2) The “crime of unlawfully obtaining state secrets” (Article 282, Para. I), and the 
“offence of holding documents, material or other objects classified as ‘strictly 
confidential’ or ‘confidential’ state secrets” (Article 282, Para. II), appear under the 
catalogue of “crimes of disturbing pubic order” (Chapter VI, Section I);  

(3) The “crime of intentionally disclosing the state secrets” (Article 398) and “crime 
of negligently disclosing the state secrets” (Article 398), fall under the catalogue of 
“crimes of malfeasance in office” (Chapter IX); 

(4) The “crime of illegally obtaining military secrets” (Article 431, Para. I), the 
“crime of stealing, spying into or buying military secrets for or illegally offering such 
secrets to the agencies, organizations or individuals outside the territory of China” 
(Article 431, Para. II), the “crime of intentionally disclosing the military secrets” (Article 
432, Para. I) and “crime of negligently disclosing the military secrets” (Article 432, Para. 
II) are listed under the catalogue of “crimes of servicemen’s transgression of duties” 
(Chapter X). 
                                                        

67 Id. 
68 In China, the Party members’ liability means specific legal results supposed to be undertaken by the 

members of the Communist Party of China. This is a unique liability form, which is provided by Constitution 
of the Communist Party of China and enormous rules and regulations. The leader’s liability is one of the 
typical Party members’ liabilities. Causes of this liability may vary, but any criminal offences or 
administrative law offences may trigger such liability. 
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One should keep in mind that the scope of accusations, for a total eleven specific 
crimes listed above, varies. Only state functionaries can be charged with the “crime of 
escape” in Article 109 and Article 398; however, Article 111 can be applied to people of 
Chinese nationality only; Article 431 and Article 432 can only be applied to the 
servicemen of the PRC. Other kind of crimes listed above, like the “crime of espionage”, 
can be applied to any offender who is at least sixteen years old, under which foreigners 
will automatically be covered.69 

3. Criminal Liabilities under the State Secrets Law 2010 and Its Application Measures. 
— Other than the Criminal Law, the State Secrets Law 2010 also dealt with criminal 
liabilities. A number of typical offences, among all the listed offences, might raise 
criminal liabilities and could be potentially applied to foreigners. For example, illegally 
acquiring or holding the state secret medium; purchasing, selling, presenting or 
destroying the medium without permission; mailing by post or consigning the medium of 
the state secrets to other countries or regions; carrying or transmitting medium of state 
secrets to other countries or regions without permission of the administrative authorities, 
etc.70 

Notably, while defining criminal liabilities, the State Secrets Law 2010 and the 
Criminal Law have differentiated the targets’ location of intentional and negligent 
disclosure of information. Liabilities differ for crimes committed “domestically” and 
“outside the territory of China.” At least two possible consequences may arise from such 
differentiation. First of all, the Criminal Law adopted a relatively lower threshold while 
defining an “outside” related crime, e.g. premises such as the “serious circumstances” or 
“especially serious” are not required if individuals provided confidential information, no 
matter intentionally or negligently, to individuals or organizations outside the country.71 
Second, the scope of confidential information for external disclosure is broader than 
domestic disclosure, e.g. “intelligence” has been treated as a trigger for external 
disclosure.72 

4. Criminal Liabilities under the Supreme People’s Court (SPC)’s Interpretation. — 
In order to facilitate the understanding and application of the Criminal Law and the State 
Secret Law 2010, the SPC issued Interpretations (hereinafter referred to as “SPC 
Interpretations”) in 2001. In this document, a number of major concerns about the 

                                                        
69 See Criminal Law of the People’s Republic of China, fn. 64 Art. 17. 
70 See Law of the People’s Republic of China on Guarding State Secrets, fn. 8 Art. 48. 
71 For example, as provided in Article 431 of the Criminal Law of the People’s Republic of China, 

whoever steals, spies into or buys military secrets for or illegally offers such secrets to the agencies, 
organizations or individuals outside the territory of China shall be sentenced to fixed-term imprisonment of 
not less than ten years, life imprisonment or death, no matter whether the circumstances are “serious” or 
“especially serious.”  

72 See Criminal Law of the People’s Republic of China, fn. 64 Art. 111. 
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application of the law have been suggested.73 According to the SPC Interpretations, 
“Intelligence” under the Article 111 of the Criminal Law was defined as, “matters that 
concern the national security and interests and have not yet publicized or shall not be 
publicized in accordance with relevant provisions.”74 In addition, the SPC Interpretations 
set benchmarks for instances of, “especially serious circumstance.” This is thought to be a 
crucial standard for imposing criminal liability to offenders who have gotten involved in 
stealing, spying into, buying, or unlawfully supplying state secrets or intelligence for 
entities outside of China. Article 2 of the SPC Interpretations states that under the 
following circumstances, offenders could be sentenced to a fixed-term imprisonment 
between ten years and life imprisonment:  

 (1) stealing, spying, buying or unlawfully supplying strictly-confidential-level state 
secret(s) for entities outside the territory of China; (2) stealing, spying, buying or 
unlawfully supplying more than three items of confidential-level state secrets for entities 
outside the territory of China; and (3) stealing, spying, buying or unlawfully supplying 
state secrets or intelligence for entities outside the territory of China and causing other 
extremely severe harm to the national security and interests.75 

If offenders conducted the above activity (-ies), which resulted in “extremely severe 
harm” to the nation and the civilians, then the death penalty and properties confiscation 
would be applied.  

Although, to some degree, the SPC Interpretations may facilitate the application of 
criminal liabilities to crimes raised from state secrets offenders, the offensive behaviors 
and unseemly provisions had been criticized as being “dragnet” provisions, vague, and 
poorly defined.76 In particular, when the defendants are foreigners, the way in which state 
secrets are defined may be easily criticized as being open to misuse and/or abuse, or even 
doubted as a pitfall for political reasons.77 

C. Administrative Liabilities 

1. Administrative Liabilities for State Secrets Offences. — The legal landscape 
regarding administrative liabilities for state secret offences changed a lot in recent years. 
This can be seen as a significant signal of the Chinese central government tightening its 
control over state secrets protection. The Counterespionage Law, and the Regulations on 

                                                        
73 See 最高人民法院关于审理为境外窃取、刺探、收买、非法提供国家秘密、情报案件具体应用法律若干问

题的解释 (Interpretations of the Supreme People’s Court on Several Issues concerning Application of Law for 
Trial of Cases of Stealing, Spying, Buying or Unlawfully Supplying State Secrets or Intelligence for Entities 
outside the Territory of China), issued by the Supreme People’s Court, effective as of Jan. 17, 2001. 

74 Id. Art. 1. 
75 Id. Art. 2. 
76 See e.g. Areddy, fn. 14. 
77 For example, in the XUE Feng case, the US ambassador and the Australian former Prime Minister have 

respectively delivered their comments to trials of their citizens. 
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the Implementation of the Law of the PRC on Guarding State Secrets which was adopted 
by the State Council in January 2014,78 set bases for administrative liabilities for 
offenders who have intentionally or negligently divulged state secrets. Briefly, the 
administrative liabilities include the following aspects: first, obligations of having the 
body, belongings, residence, and relevant places searched. According to the 
Counterespionage Law, the state security departments are empowered to search the 
aforementioned of a person who is holding confidential materials that are classified as 
state secrets, or using special spy apparatuses. 79  Second, receiving administrative 
warning or administrative detention. In case offender’s activity consists of a crime, 
criminal punishments will be applied; but if the offensive active did not meet criminal 
liability level, an administrative warning or an administrative detention of less than 
fifteen days could be served.80 Third, disciplinary actions imposed to personnel who are 
directly responsible for state secret management.81 

2. Administrative Liabilities for Unlawful Geological Data Collection. — For foreign 
companies involved in geological data exploration in China, data submission is a 
fundamental requirement. Data should be submitted to mineral resources department of 
the State Council.82 As provided by Article 7 of the Administrative Regulations of the 
PRC on Geological Data, exploration licensees and mining concessionaires who are 
engaged in prospecting and exploitation of mineral resources within the territory of the 
PRC and other sea areas under its jurisdiction are obligated to submit geological data.83 If 
the geological project was jointly undertaken by Chinese and foreign parties, the Chinese 
party is the submitter and the foreign party shall take joint and several liability for the 
submission.84 

There are two major categories of liabilities for breaching geological data 
management rules: liabilities for breaching the time limit for submitting required data, 
and liabilities for fraud in geological data submission. For delayed submission, a 
monetary penalty from RMB10,000 to RMB50,000 could be applied. Before the 
appropriate submission was made, the submitters shall not apply for new exploration or 
mining projects, nor undertake any geological project funded by the State.85 For a 

                                                        
78 See Regulation on the Implementation of the Law of the People’s Republic of China on Guarding State 

Secrets, fn. 33.  
79 See Counterespionage Law of the People’s Republic of China, fn. 34 Art. 32. 
80 Id.  
81 See Regulation on the Implementation of the Law of the People’s Republic of China on Guarding State 

Secrets, fn. 33 Art. 39  
82 See Administrative Regulations of the People’s Republic of China on Geological Data, fn. 12 Art. 3. 
83 Id. Art. 7. 
84  See 地质资料管理条例实施办法  (Measures for Implementation of the Regulations on the 

Administration of Geological Data), issued by the Ministry of Land and Resources, effective as of Mar. 1, 
2003 and revised in 2016, Art. 7.  

85 See Administrative Regulations of the People’s Republic of China on Geological Data, fn. 12 Art. 20. 
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submitter who forged data in submission, a similar amount of fine, together with the 
cancelation and restriction of qualification would be applied as well.86 

3. Administrative Liabilities for Illegal Surveying and Mapping. — China has 
established a series of technical standards for surveying and mapping within its territory. 
For domestic and foreign companies, deviation from those norms is dangerous. The main 
concern may include the quality of surveying data, however, state security is the final 
consideration for such interferences. In August 2006, the former State Bureau of 
Surveying and Mapping jointly issued a Circular to regulate foreigners’ surveying and 
mapping activities, and to safeguard PRC state security.87 While administrative liabilities 
are considered, foreigners who unlawfully hold documents, materials or other articles 
classified as state secrets that constitute the crime of divulging state secrets shall be 
investigated for criminal responsibility according to law. 88  Those violators who 
conducted unlawful surveying and mapping and infringed China’s state secret protection 
may face monetary sanctions, or be ordered to leave the country; domestic violators and 
officials may face disciplinary warning, ordered to make rectification, or receive a 
monetary fine for certain activities. Under all circumstances listed below, criminal 
liabilities would be triggered if offenders committed crimes.89 

(1) Foreign offenders who carried out surveying and mapping activities without 
obtaining qualification certificates, or obtained the certificates by fraudulent means, 
unlawful gains and investigation results shall be confiscated; in addition, fines equivalent 
two times amount of the illegal profits will be imposed.90 

(2) Offenders will be served a disciplinary warning, ordered to make rectification, or 
receive a monetary fine if they deviated from compulsory technical norms, for example, 
established a relatively independent plane coordination system without approval, or 
adopting basic geographic information and data that do not meet the state standards when 
establishing a geographic information system,91 or have published significant geographic 
information and data concerning the territorial air, land, and waters, as well as other sea 
areas within China without approval, similar administrative liabilities would be applied.92 

(3) For offenders who conducted surveying and mapping beyond the approved scope, 
                                                        

86 Id. Art. 21. 
87 See Circular on Strengthening the Administration of Foreign Organizations or Individuals Engaging in 

Surveying and Mapping in China, fn. 18. These departments include the Ministry of Education, the Ministry 
of Science and Technology, the Ministry of State Security, the General Administration of Customs, the 
National Tourism Administration, and the National Administration for the Protection of State Secrets. 

88 See Counterespionage Law of the People’s Republic of China, fn. 34 Art. 32. 
89 See Interim Measures for the Administration of the Surveying and Mapping Conducted by Foreign 

Organizations or Individuals in China, fn. 7 Art. 18. 
90 See Surveying and Mapping Law of the People’s Republic of China (2002 Revision), fn. 16 Arts. 42 & 

52. 
91 Id. Art. 40. 
92 Id. Art. 41. 



2016]   CONFIDENTIAL GEODATA PROTECTION IN CHINA   569 

the possible administrative liabilities include suspension of current certificates or 
downgrade of the existing qualification.93 

(4) For offenders who have intentionally or negligently committed violations and 
endangered the sovereignty or security of the state, or impairs the interests of the state in 
the process of compiling, printing, publishing, displaying or carrying of maps, 
administrative penalties or sanctions in (1) and (2) shall be served.94 In addition, if 
confidential geodata was involved, surveying results and equipment shall be confiscated, 
and the violators would be deported.95 

D. Problems of the Current Liability System 

As we may see from the above analyses, China has created a complicated liability 
system to address state secret protection in geodata management. Unfortunately, in this 
labyrinth of laws and regulations, some terms and definitions are still ambiguous to the 
detriment of stability and predictability of the law. The Chinese legislature was trying to 
reshape the landscape of state secret protection, but to what degree the new laws and 
regulations will improve the application and enforcement of the law remains to be seen. 
While the liability system is considered, clearer boundaries regarding several concepts 
should be created.  

First and foremost, it is the term “significant harm” which constitutes a substantial 
norm to decide whether a specific piece of geodata belongs to the category of state secrets. 
One common feature of state secrets defined by the above laws and regulations is that 
they are all thought to be relevant with national security and interests; in other words, the 
divulgence of which may endanger national security and/or cause damages to a vast area 
like politics, economy, national defense, foreign affairs, etc. Unfortunately, no further 
interpretation has been made to clarify the term “significant harm,” which to some degree 
creates ambiguity and difficulties when determining state secrets.  

Second, institutional design of the current liability system contains some inherent 
flaws. In China, two leading administrative authorities, the public security authorities and 
state security authorities, are empowered to handle the classification of state secrets.96 
This provision is thought to be an “ultimate defense” of the legislation, which was 

                                                        
93 Id. Art. 43. 
94 Id. Art. 49. 
95 See Surveying and Mapping Law of the People’s Republic of China (2002 Revision), fn. 16 Art. 51. 

According to the 公安机关办理行政案件程序规定 (2012 修订) [Provisions on the Procedures for Handling 
Administrative Cases by Public Security Organs (2012 Revision)], foreigners who have been deported by 
PRC could not reenter within ten years, see Provisions on the Procedures for Handling Administrative Cases 
by Public Security Organs (2012 Revision), issued by Ministry of Public Security on Dec. 19, 2012, Art. 225. 

96 See Law of the People’s Republic of China on Guarding State Secrets, fn. 8 Art. 11. 
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criticized for causing uncertainties for defendants.97 The problem is that, in practice, the 
law does not draw clear boundaries for their responsibilities, and as a result conflicting 
decisions could be made over the same case. In addition, both authorities have 
overwhelming privileges in deciding and interpreting the scope of state secrets; it is 
therefore extremely difficult for a defendant to argue his/her case.  

Third, the involvement of a third administrative authority in the secret-deciding 
process adds more complexities and uncertainties. For example, in 2004, the former 
National Environment Protection Bureau (NEPB) promulgated a rule to further clarify the 
scope of state secret within the environmental protection area.98 In this rule, “highly 
secret” related to environmental pollution was defined as information that would, “if 
disclosed, seriously affect social stability” or “constitute a serious threat to military 
installations.”99 Moreover, in the same rule, “secrets” means the disclosure of which may, 
“affect social stability”100 or “create an unfavorable impression in the country’s work on 
foreign affairs.”101 This definition just simply repeated what the State Secrets Law 2010 
had stated. It did not help eliminate the ambiguity of the law; instead it created new 
tension between state secret protection and people’s right to know. 

IV. REFORM EXISTING RULES TO ADDRESS CHALLENGES 

A. Draw Clearer Boundaries for Foreign Geodata Businesses 

China should also consider developing a “negative list” to manage forbidden areas 
regarding geodata industry for foreign investors.102 In the “negative list,” fields that 
could not be touched by foreign businesses for confidential geodata protection reasons 
should be clearly listed. China’s current legislation can hardly keep pace with the 
revolutionary development of the geodata industry. At the central government level, 
legislation is time-consuming work, which would take several years to develop or revise 

                                                        
97 E.g., H. Restal, The Rio Tinto Case and China’s Rule of Law, (2010), available at http://www.wsj.com/ 

articles/SB10001424052702304370304575151612455202950 (last visited Nov. 15, 2015). 
98 See 环境保护工作国家秘密范围的规定 (Provisions on the Scope of State Secrets in Environmental 

Protection Works), issued by the Ministry of Environmental Protection (Former NEPB) and NAPSS. Text of 
the Provision is available in YU Yuefeng, 中国环境年鉴  (China Environment Yearbook), China 
Environmental Sciences Press (Beijing), at 118–119 (2005). 

99 Id. Art. 2.1.2. 
100 Id. Art. 2.2.1. 
101 Id. Art. 2.2.2.  
102 Under the current law, equity joint ventures or contractual joint ventures are not allowed to engage in:  

“(1) Geodetic surveying; (2) Aerial photomapping; (3) Surveying and mapping of the administrative 
boundaries; (4) Marine charting; (5) Preparation of relief maps, world government administration maps, 
national administrative area maps, administrative areas of provincial or inferior levels, national teaching maps, 
local teaching maps and real three-dimensional maps; (6) Compilation of a navigational electronic map; and 
(7) Other mapping and surveying activities stipulated by the administrative department in charge of surveying 
and mapping under the State Council.”  
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existing laws or regulations. A “negative list” may enable a quicker response to the 
current changes in geodata management, and provide administrative authorities greater 
flexibility in law enforcement. More importantly, a clear list may substantially help 
restrain arbitrary decisions made by administrative authorities.  

In contrast to China’s current investment approval framework, the Catalogue for the 
Guidance of Foreign Investment Industries,103 a “negative list” is not one that simply 
codifies existing restrictions or removes only low-priority sectors that will not be well 
received by foreign investors. It should clearly preclude the sectors involving the 
processing, distribution and tracing the application of confidential geodata from the 
current Catalogue. Also, it should broadly cover the relevant industrial sectors such as 
information service, geotechnology research and development, equipment making and 
trading, etc.  

B. Change the Monitoring Methods for Foreign Investors 

China should consider changing the methods of monitoring foreign geodata investors. 
China is using an “examination and approval” method to control foreign investments in 
the geodata area.104 As the first step to monitor the establishment of a foreign geodata 
enterprise, the traditional method has been noted as inefficient. It improperly increased 
marginal costs for parties involved, considering that administrative authorities will check 
capacities, capital amounts, investment areas, authenticity, and the legitimacy of the 
charter, etc., before making a final approval, while investors are required to provide all 
the required materials. 

The Chinese government should facilitate the entrance of foreign investments in 
geodata exploration and collection, and cut off unnecessary approval procedures. In fact, 
the “filing” or “recordation” mechanism has been incorporated in the most recent 
investment policies of some economically developed districts, e.g. China’s Pilot Free 
Trade Zone of Shanghai (PFTZ Shanghai).105 Investors who are planning to create 
foreign invested businesses within the Zone are required to fill some forms via an online 
                                                        

103 The latest Catalogue was amended in Mar. 2015, see 外商投资产业指导目录 (Catalogue of Industries 
for Guiding Foreign Investment), issued by the National Development and Reform Commission and the 
Ministry of Commerce of PRC, Mar. 10, 2015. 

104 The current policy requires that the capital amount is the chief and sole criterion for awarding licenses 
to foreign invested geodata enterprises must be joint ventures, and the ultimate proportion of capital 
contribution by the foreign investors shall not exceed 50%. See Interim Measures for the Administration of 
the Surveying and Mapping Conducted by Foreign Organizations or Individuals in China, fn. 7 Art. 8.  

105 For example, the recordation system has been confirmed by the 国务院关于印发（上海）自由贸易试验

区总体方案的通知 (Notice of the State Council on Issuing the General Plan for the China (Shanghai) Pilot 
Free Trade Zone), issued by the State Council, effective as of Sep. 18, 2013; and confirmed by 关于印发《中

国（上海）自由贸易试验区外商投资企业备案管理办法》的通知 (Circular of Shanghai Municipal People’s 
Government on Printing and Distributing the Administrative Measures of China (Shanghai) Pilot Free Trade 
Zone for Filing of Foreign-Invested Enterprises), Shanghai Municipal People’s Government, effective as of 
Sep. 19, 2013.  
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application system. There is no substantial examination at the registration stage.106 Under 
such a monitoring scheme, administrative authorities should pay more attention to the 
running of the business to make sure rules for proper operations will be obeyed. However, 
the filing mechanism is based on a formal pledge of the applicant. Applicants are required 
to give an oath of undertaking not to harm the national sovereignty or public interests of 
China, endanger national security, damage the environment, or engage in any other 
circumstance that violates the laws or regulations of China.107 This mechanism could be 
introduced to monitor geodata business when the establishment recording is filed.  

C. Reform the Institutional Structure for Confidential Geodata Protection 

As an inherent drawback, overlapping mandates weakened the coherence and 
effectiveness of confidential geodata protection in China, which suffer from a complex 
institutional and governance framework, as well as fragmentation in sector governance.108 
A large number of administrative sectors in the central and local levels are responsible for 
the same task. However, coordination in administrative management and law enforcement 
remains modest, as there is no formal mechanism in charge of integrating substantive and 
procedural issues.  

Therefore, China should consider reforming the institutional structure for confidential 
geodata protection. The State Council should develop a clear guideline for monitoring 
and investigating geodata violations. That is, based on the current provisions, the Ministry 
of Public Security and the Ministry of State Security should take responsibility for 
monitoring illegal geodata collection; if collection activities in question were under 
investigation, the National Administration of Surveying Mapping and Geoinformation 
(NASMG) and its local branches should be responsible for identifying the data. For cases 
that offenders are supposed to be subject to criminal liabilities, the public prosecution 
procedural should be triggered. In addition, for judicial inquiry into spying or confidential 
geodata collection cases, a professional witness mechanism should be introduced, 
considering that investigation of geodata violations involves fairly complex issues and is 
sometimes beyond the capacity of law enforcement departments.109 Therefore, during the 
                                                        

106 Id. 
107  Id. Circular of Shanghai Municipal People’s Government on Printing and Distributing the 

Administrative Measures of China (Shanghai) Pilot Free Trade Zone for Filing of Foreign-invested 
Enterprises, Art. 10. The Circular adopted the “Notification Undertaking” mechanism as the precondition of 
filing foreign-invested enterprises.  

108 As discussed in previous sections, more than six key departments, e.g. the National Administration of 
Surveying Mapping and Geoinformation, the Ministry of Land and Resources, the Ministry of Public Security, 
the Ministry of State Security, the General Administration of Customs, and the National Tourism 
Administration, in the central government level are responsible for geodata management. 

109 For example, in the Coca-Cola case, Chinese law enforcement official pointed out in an interview that 
Coca-Cola’s technology was so sophisticated that the government could not analyze it. See A. Taylor, China 
Accuses Coca-Cola of Using GPS to Illegally Map Sensitive Areas, (2013), available at http://www. 
businessinsider.com.au/coca-cola-facing-china-spy-probe-2013-3 (last visited Jul. 6, 2016). 
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judicial inquiry process, professional witnesses nominated by administrative authorities 
should be responsible for highlighting some key indicators such as the nature and scope 
of the data, the severity of activity, and the potential damages, and should be testified to 
in the trial by experts in relevant areas.  

D. Raise Public Awareness by Legal Education 

As mentioned above, Chinese administrative authorities lack the manpower and 
resources to monitor and control geodata offences. It is therefore important for the 
Chinese government to raise public awareness of confidential geodata protection, state 
secret protection, and counterespionage. It should encourage citizens to report illegal 
conduct. Nationwide legal education should be organized at the local level, particularly 
among residents living around sensitive areas such as military bases, airports, air bases, 
etc.  

Given the recent increase in illegal geodata collection cases and the growing risks for 
applying PRC state secrets protection and geodata management rules to foreigners, 
foreign companies operating in China should take steps to protect their employees and 
commercial interests. In a practical dimension, companies involving geodata exploration 
and transaction should consider the following issues.  

First, companies should be aware of rules regarding collaborative geodata collection 
under the forms of equity joint venture or contractual joint venture. They should keep in 
mind that conducting surveying and mapping without certification or even breaching 
foreign investment rules will surely raise liability issues. Second, companies should 
develop mandatory compliance policies to avoid employees’ exposure to classified or 
potentially classified geodata without proper permission from appropriate authorities. 
Third, it is important to provide regular training sessions to staff about PRC geodata 
management and provisions regarding state secret protection. The training should clarify 
the scope of geodata and classification criteria, as well as rules for using GPS devices, 
data transfer and geodata exchange. Fourth, it is better to take precautionary measures if 
there is geodata related cooperation with China’s state owned enterprises, which are 
obligated to protect state secrets. Possible measures may include entering into 
confidentiality agreements for all data exchanges and clearly labeling classified data, and 
the foreign company should clearly express its willingness to fully comply with PRC 
laws. 

CONCLUSION 
The Chinese government is facing greater pressure to protect confidential geodata 

within its territory; the Coca-Cola case is only the tip of the iceberg, behind which are 
numerous unrevealed violations against state secret and state security protection. The 
geodata market is so attractive to foreign investors but is risky when involved in, for 
either intentionally or negligently dealing in confidential geodata collection. China has 
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reformed laws and regulations to refine some aspects of confidential geodata management 
over time. However, existing rules remain ambiguous and controversial, which creates a 
situation in which the challenges cannot be fully addressed. 

Therefore, the Chinese government and foreign companies (and individuals) should 
be vigilant when dealing with surveying and mapping, and geological data collection. 
China should also consider reforming rules regarding states secrets protection and 
geodata management, to create a more predictable judicial environment. Among others, a 
clearer boundary should be drawn to properly define the scope of classified information. 
In addition, some innovative methods in terms of foreign investment management could 
be introduced to the geodata management area, to improve law enforcement efficiency. 
Meanwhile, as the preceding discussion indicates, clear guidelines for investigating 
geodata violations should be developed to overcome poor institutional collaboration over 
confidential geodata management. On the other hand, it would be prudent for foreign 
companies to identify potential areas in which they might be exposed to the most likely 
risks of handling sensitive geodata that should be considered as state secrets. Moreover, 
foreign companies are obligated to identify the nature of the data, and make sure that 
proper consent for their use has also been considered. To achieve this, it seems prompt 
work is required by foreign companies to develop mandatory compliance policies and to 
provide regular training sessions for staff, to make sure state secret violations could be 
avoided in daily operations. 
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